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Smart Contract Vulnerability Detection Method Based on Vulnerability
Critical Code

PENG Tao, WU Sheng
(School of Computer Science and Technology , Jiangsu Normal University , Xuzhou 221116, China )

Abstract: Smart contracts have made significant progress in various fields and it is vital to ensure their security and reliability to prevent po-
tential financial losses. Due to the non—tamperability, it is important to perform vulnerability detection before smart contracts are deployed. Al-
though many vulnerability detection tools are available, most of them rely on static methods and predefined rules, and the detection process
takes a lot of time. In this paper, we propose a smart contract vulnerability detection model based on vulnerability critical code and deep learn-
ing framework. The method uses abstract syntax trees to construct vulnerability key codes with complete semantic structure information to in-
crease the ability to express vulnerability features. And it uses extensible deep learning feature extraction models, including LSTM, GRU, Bi-
LSTM and Bi-LSTM-Atten, to improve the performance of smart contract vulnerability detection. Training and testing are performed on a real
dataset of Ethernet smart contract reentry vulnerabilities, and the experimental results show that this paper’s method outperforms six common-
ly used methods, including Mythril, Oyent, Smartcheck, TMP, CGE, and DeeSCVH, and achieves an accuracy rate of 94.32% and an F1
score of 88.69%.The research shows that the vulnerability critical code has significantly enhanced the detection performance of this model , and
the efficiency of vulnerability detection has been improved.
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IIvket FH A7 TR 2R ) B U ) DG B
2. vkf<— {}

3.For each statement s in ¢ do
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4. If p matches s then

5. ves.add(s)

6. vkf.add(ves)

AR BN —AVEEL R S RTEER (B 1L E AR
7. break

8. End if

9. End for

/R 18 R 29I o TP Y55 1H A s

10. For each statement s in ¢ do

KA YT A s S 5 5 RS ves L — TG R AFTE R
IR REILIRUEES

11. If s has data or control dependency with ves then

TARATAE AR
12. vkf.add(s)
13. End if

14. End for

15. Return vkf
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SRHRE SCEFAE B IEANHIE transfer BRECAYAE HIBGE

1. function buy(

2. address ERC20_token,

3. address[] memory _exs,

4. uint[] memory _indexs,

5. uint256[] memory _values

6. ) public payable {

7. for(uinti=0;i< _exs.length; i++) {

8 Bytes memory data = new bytes(_indexs[i + 1] - _indexs[i]);

9. if (ERC20_token != address(0) && i > 0) {
10. transfer(ERC20_token, _values[i]);
11. }else {

1
2
3
4
5
6
7
8
9
1
1

14.

0.
1.

. function buy(

address ERC20_token,
address[] memory _exs,
uint[] memory _indexs,
uint256[] memory _values

. ) public payable {

for (uinti=0; i < _exs.length; i++) {
Bytes memory data = new bytes(_indexs[i + 1] - _indexs[i]);
if (ERC20_token != address(0) && i > 0) {
transfer(ERC20_token, _valuesli]);
}else {

12. [ require(_exs[i].call{value: _values[i]}(data), "Call failed"); }———H—D( require(_exs[i].cal{value: _values[i]}(data), "Call failed"); ]
} 3.}

}

15. }

Fig. 3 Adding structure information statements

E3 AmEHRESER

T A AR A5 SR A pR BN T 42 ) 1 ) A3 L4
X REA IR R B OCE . R TE XEE R
BT, S5 I T A5 7T BE T 7A R 0l s W6 e A e 2 7 A o
FAFT AT (A if-else HA)) o TSI ATE XEHE R, K
SRR IR 4 QA AT LS 4 T A PR AR A AR A R, AT
VB M S S R SR R TR T AR AE o A o U T R kS e e
AT DA SR s I A G A5 R S il A5 R B, A A s B A
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Pric R A0 5 o A A S B ), O a0 s LR R RN 46
A=
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FHBEE A ) B A7 v ) o Al Dy ot A e, S DRI O B e 91 A X
b2 5 S AFTE T SCAS PR PO B i), A SRAF A, 0
W18 AR AR B TR ) 0 I 16 18 R R4S A ) U 7
Jrh, DA R OC B U T 4R AD BB 8 58 # b A0 5 1 LA AR
B 2 R

o T A AR AE A E AL 4 A A VR TGS Y
A AR T BAT T SRR R R SR (svkD) B
AL e T AR AR O 2R R PR B T B8 LA AR
B BATE A E B0 I OCHE AR (svkf) Ay T T A6 I
PRAL T I E T A LR SOFE B B R TR 0 o o P A aT
SEPE.
24 REBEXLSEHRER

H TR B 2 2T A5 RLE (P ) B SR A, DR

B 2. Ui LR B

Input: JEEER I ACHS vkf
Output: WA TR X EERE B A R A TS svkf
11 set ARFe— > ELAT R 1 SLEEHE) 1Y) T ) B

1. Set< {set,,set,, ..., set,|
I1scopeSet F T A7Aif 4 i Ab PR set W AY 4]
2. scopeSet < {|

IPA R 1 ) SRR TR £ I R 445 svkf
3. svkf «— vkf

4. For each set, in Set do

/1 veturnScope ( Set,) KU set, 1 L L5 (F B

5. scopeSet <— returnScope ( Set,)

/I returnLength(scopetSet) KBS RTIE A K &
6. k < returnLength(scopetSet)

/1 38 JJ7 scopeSet HP YR S5 1E ]

7. Forj<—0tokdo

11 12 scopeSet 2 j 25 TEAILE svkd H A
8. position < searchStatement(svkf, scopeSet,)
9. If position ! =0 then
UEIRE Gy Gt A

10.  scopeStartPos < returnStartPos (scopeSet,)
11.  scopeEndPos < returnEndPos (scopeSet,)

/1 BRIBCH R AR AR T A N

12.  scopeStartStm < returnStartSta(scopeSet,)
13, scopeEndStm «— returnEndStat(scopeSet, )

11 AR B T R AN SR B O B T £ vkf o

14. If scopeStartStm, not in vkf then

1R LR TE AT I E svkef F TE B {37

15. addSta(scopeStartPos, scopeStartStm , svkf)
16. If scopeEndStmt not in vkf then

17. addSta(scopeEndPos, scopeEndStm, svkf)
18. End for

19.  Endif

20. Return svkf
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B LY E SR REL AR B2 4 <N UM> s 5 8 fE 5 29
T SCHY 745 H3 A8 1 R 4 F<STR> s K BE & 2 Hh 7E L
{14 b1k A 1 4 S 4 B <ADDR> . 3 ik X SE AL D PR
BRES L BT S SR, R B RS SR
B3R
B 3 i SC A A ALk

Input: A 1 SCE5 R B G BETR A A LT svkf

Output: FEIE A A T A AD ssvkf

11 ssvkf FHTAF OB IEAR S 1 DG S e AR T

1. ssvkf— {}

2. For each statement s in svkf

11 A s RS ERAR ASCITF A FITERE

3. Remove non—ASCII characters, comments from s

4. For each token t in s

RIS A S T

5. If t is a variable or parameter then

11 ¥ e BB B — S 24 B8, l<NUM>
6. replace t to a symbolic name

7. End if

8. ssvkf.add(s)

9. End for

10. Return ssvkf
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BRI AT E— 2T A M TTE . ]
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RQ3 : Y il ARG XT S 5 A5 ol BT ik 2
31 IWEEBSHIESE

ARSI B T IR BE 2% S HEZE Keras 1 58 A%, SE 5018
T 3 5% A Windows 10, Intel Core i5-13400 CPU, 16 GB
RAM,NVIDIA GTX4060ti,

M Etherscan #1 GitHub FUCEE T 1 729 M RE & 29 TR
PRI T A A B 4 o K B SR BE AL 20 1L 5 4> KRB
FHAE 4R IEREH P A F AR BT 147
BAE IS . BRI ZREE BT U2, TS AR S0 e dE
PR MR AR EE SR, BIREE A E A 1
TERAEN RS, Hof 4T RIS R K5
B UE A2 R AT 1, AR B AR R PR
3.2 EMiERR

ACFH Accuracy(?@fﬁ%) ‘Recall (£ [7]3%&) Precison
CRE 53 ) F F1-Score (F1 73 BOA/E N PN T8 45 , X 223845 1]
iR R = (1) —=(4) frs .

TP + TN

Aceuracy = o N T FP 4 BN Sy
TP
RQCHH = m (2)
. : TP
Precison = TP+ FP (3)

: _ 2 X Precision X Recall
F1 = Seore = Precision + Recall 4)

Hovp, FC PR (TP) 27 IEAfAS I 21 HA7m] 5 A R T 4
FEAR 5 (BB PE (FP) 3R ARG I 3 2A ] H A el 14
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XF A5 IR B RQ1 Y SE 9 25 5 o R He ARSI iR S 3 FhiE
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Smartcheck T.H. . Mythril 76 A [W 3R | Ag R AN Oyente Fll
Smartcheck JX P T. H . Smartcheck B4 [7] 347 = T HEHM
2, U W] Smartcheck 1Y R FAR & o 3% 3 F oy vk i S A
REAFTE ] 2 A 22

Table 1 Comparison of the proposed method with other commonly

used detection methods

F1 ANFESEMERGNTELE (%)

AR Accuracy Recall Precision F1-Score
Mythril 63.42 44.38 60.90 51.34
Oyente 70.26 75.47 52.96 62.24
Smartcheck 53.00 84.30 42.13 56.18
TMP 78.69 62.01 86.73 72.31
CGE 92.16 82.56 91.63 86.85
DeeSCVH 93.02 90.70 83.46 86.92
Our Method 94.32 90.37 87.02 88.66

TMPHEE T & K], HR RN F RE & 29 R B 1B
AR IR T BRI B AL L . CGE FIHIE
T 25 ) 4% 255 B 7 RN X6 2 20 VR R SR 7 AR T B B
FHUAKG I U6 . DeeSCVH SR FH s il A& 356 1 A HE & LA 355 B
B AR T 1IR) F) SC A, T BB 20 T 5 U ) A DG 1 O B
SAF B o TEERCA I LA B AIEOLT  RF U0 Al fg
U IR AR R AR R A T AT . TMP LeAR 48
T EAE WS R UET R A F1-Score , (H 2 B 1HR R fEME 1
80%. CGE Fll DeeSCVH £ iR 4 45 A T B E T,
X PRGN 5 I A HERG R L H TMP 3 5 T 14% 2247 -

3 PR GEAS DN 7 % B R B3 T 3 P IR B 2 2 1Y
Tk, IR T, 33X 3 i e e 0 77 3 ARt 2. — HL[EL 2
1) e R AR AT Il 43 2, Jo vk 38 B R 16 A8 A6 1) 4 g
aY,

ARy R AE T A TR ARSIy AR AR TR S 2
X E S 6 Fl g7 ik U B %R GK B 94.32%, F1-Score ik |
88.66%. 5 CGE AL, HyfEwf 24 & T 2.1% £ 47, F1-
Score 215 T 1.8% 247 . 5 DeeSCVH AH LY, ELAER R 4L =
T 1.3% 47 Fl1-Score #2151 1.7% /iAy o JRINAE T, AR X
DA 1A T LS B0 S I AR IR 1T
A5 BB T IR TR AR . CGE BRI R = A SOy
AR CGE MY A AR AR, iX B COE FA4F — & A iR it
B ARSI ORGSR A A ] 22 (HAR /N, BB AE v A e
ST RS0 e ELAG T T ) o AR R PR B

T2 T TR 22 05k 54 5 M HE LR 2
2305 A U RS DU B ) ) B o B 2 B R R I U AR
55 351 hy S sF ] 55 4 B RS TR I S BCH R Y
SEXEEE] . AR BN ARG R ARNLES 2F 2 T A TR A
Bf ] b2 T TR 2= 2 B 7 o Mythril B B UK
B 18] e 1<, 24 64.53 s, Oyente Y PRV RS I Bf 1] 47 13.42 s,
Smartcheck FER YA I [A] 24 4.65 s, TMP 11 B G 1 Bsf (]
H1.64 s, CGE [ B YR B[] 24 2.56 s, DeeSCVH 4 HLYK
A W) B () i 0L A 0.83 s 17T AR SC T I B UK I B K Sy
1.24 s, FRILH BT BB ] 3

Table 2 Comparison of the average detection time of the method in
this paper with other commonly used detection methods

R2 AXFESEME BRI E TR0 E g

pXidl Number Total time /s Average time /s
Mythril 100 6453 64.53
Oyente 100 1342 13.42

Smartcheck 100 465 4.65
TMP 100 164 1.64
CGE 100 256 2.56

DeeSCVH 100 83 0.83
Our Method 100 124 1.24

34 ARREFIEBKNTELR

3 JRR T AN RIS ) A RQ2 [ S2 B0 45 3 . FE4FIE
$EHUCR) AT 40 R AR e i AT 4 FiRRAE B BB A | 40§55
LSTM .GRU . Bi-LSTM 1 Bi—-LSTM+Atten, GRU (| J#=/EH
S0 ) (LSTM (K45 012 /9 48 ) F1 Bi—LSTM (B[ —1 ] 45
TEI R IT) , B ATER & T Ah 385 51 5 4 04 B 28 ) 2%

AL,
Table 3 Comparison of different deep learning detection methods
x3 ARREFZIEERGGNFELER (%)

AR Accuracy Recall Precision F1-Score
LSTM 88.02 84.69 80.12 82.34
GRU 86.69 73.37 84.40 78.49
Bi-LSTM 90.18 88.46 83.21 85.74
Bi-LSTM+Atten 94.32 90.37 87.02 88.66

FEIX 4 AT | 23R A (] A 0 2 45 Rl 45 . 1l
T LSTM I GRU ZE 4544 1 AR, 5k 9 F 7 32 76 v 88 AT
T AR R 22 A2 o Horh ZE HER 232 R F1-Score 3X
ANHEAR L, LSTM H GRU 4 51142 &5 T 1.3% #13.8%
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YR, — A B AR SR IE 4 B, 5 — N A B )
5 B o Bi-LSTM A% [5] i 25 J& M A 21 J5 A5 25T A9 1
T SCfE B, Bi-LSTM bt LSTM #2503 T 3 £ /Y 7] 3 A
TRAASAE . 76 HETH R A F1-Score X WM 645 [, Bi-LSTM kb
LSTM 73 5855 1 2.1% F13.4%,

Bi-LSTM+Atten /2 7E Bi-LSTM [ 3L Rl I, 5| A& 5
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Table 4 Comparison of parameters of different deep learning models

R4 FEREFIESHILE

" Number of Number of ep-
el Dropout Batch size
layers ochs

LST™M 2 0.3 32 100
GRU 2 0.3 32 100
Bi-LSTM 1 0.3 32 100
Bi-LSTM+Atten 1 0.3 32 100

FEUR BE 2 2 RN s R vl 2 > S A6 D 14 R 1 52
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0.05#10.1,

Accuracy
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Fig.4 Comparison of the accuracy of deep learning detection meth-
ods at different learning rates
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Fig. 5 Impact of vulnerability critical code
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